(19) 



J 



(12) 



(43) Date of publication: 

11.09.1996 Bulletin 1996/37 

(21) Application number: 96100832.3 

(22) Date of filing: 22.01 .1996 



Europaisches Patentamt 
European Patent Office 

Office europ&n des brevets (1 1 ) 

EUROPEAN PATENT APPLICATION 

(51) int. a 6 : G06F 1/00, G06F 19/00 



in if 

EP 0 731 404 A1 



(84) Designated Contracting States: 


• Lean, Andy Geng-Chyun 


DE FR GB 


Merrick, New York 11566 (US) 




• Maruyama, Kiyoshi 


(30) Priority: 07.03.1995 US 401484 


Chappaqua, New York 10514 (US) 


(71) Applicant: International Business Machines 


• Yue, Chung-wai 


Yorktown Heights, New York 10598 (US) 


Corporation 


Armonk, N.Y. 10504 (US) 


(74) Representative: Rach, Werner, Dr. 




IBM Deutschland 


(72) Inventors: 


Informationssysteme GmbH, 


• Bakoglu, Halil Burhan 


Patentwesen und Urheberrecht 


Ossinlng, New York 10562 (US) 


70548 Stuttgart (DE) 


• Chen, Inching 


Wapplngers Falls, New York 12590 (US) 





(54) A universal electronic video game renting/distributing system 



(57) A video game cartridge that can be plugged 
into a video game machine to enable a user to request 
and play a video game tor a predetermined number of 
video frames. The cartridge has a receiver for receiving 
the video game program and the predetermined frame 
count in response to a request from the user The pro- 
gram and frame count is then stored in a memory of the 
cartridge. Finally, the cartridge has a counter which 



changes its value when the user is actively playing the 
video game program. The counter ceases to change its 
value when the user is not playing the video game pro- 
gram. When the counter reaches a predetermined limit, 
the user is no longer authorized to play the video game 
program. 
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Description 

Technical Field 

This invention relates to a video game cartridge for s 
receiving video game programs from a remote server. 

Description of the Prior Art 

Today, there are many video games available for w 
purchase or for rental at stores. Generally, there is no 
trial or test playing of the games in the stores, and there 
is no return on purchased games once the game pack- 
age has been opened. Therefore, a person who is inter- 
ested in any game has to buy it before playing it and is 
thus may face the risk of not liking the game later. There 
is no return or refund of the game since the package 
has been opened. A person who rents a game from a 
store has to go through the usual VCR tape rental trou- 
ble of driving to the store, picking up the game and then 20 
later returning the game to the store. 

To make video game rental easier for the consumer, 
Sega has created the Sega Channel. In this service, via 
cable and using a cable adapter unit which is plugged 
into the Sega Genesis game machine, people can play 25 
games that are downloaded to the cable adapter. It 
requires the on-line Sega Channel connection as well 
as the special adapter while the game is being played. 

Down loading a software program to a personal 
computer over the modem connection exists today. 30 
Such software can come with a limited life where the life 
can be specified by expiration date, or time, or the 
number of times of the software usage. These schemes 
in limiting the software usage is not applicable to down 
loading video games to cartridges which are plugged 35 
into existing video game base units because these 
game base units do not have timer device built in. Thus 
a new scheme for controlling the usage of the game is 
needed. 

The US Patent 4,905,280 to J.D. Wiedemer, et al 40 
describes a method for real time down loading of broad- 
cast programs for pay-per-view or for subscription. 
Descrambling of broadcast programs is done by codes 
on a replaceable memory module, which is delivered to 
a subscriber by the service provider. This patent is 45 
applicable to the "purchase" of software content or real- 
time service, but it is not applicable to limiting the life of 
rented software. 

US patent 5,251 ,909 to Reed et al describes soft- 
ware renting or distributing schemes in which access is so 
granted to a subscriber prior to the actual programs 
being transmitted. This patent describes an off-line 
process and is not applicable to delivering software for 
rental purposes. 
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Summary of the Invention 

It is an object of this invention to provide a portable 
video game cartridge which can be plugged into a video 



game machine base unit, such as Nintendos, Sega 
Genesis&tm. video game machine or Atari's Jag- 
uar&tm. video game machine. The cartridge will allow a 
video game program to be used by receiving the video 
program over a telephone network or cable system. 

The current invention describes a way of distribut- 
ing and controlling the usage of a video game program 
(or any software program) by using a "watchdog mech- 
anism" and by limiting the "life" of a game by limiting the 
total number of graphic frames that a video machine 
can generate. It offers a simple and effective way of soft- 
ware renting and distribution where game machines 
have no timer. 

It is also an object of this invention to prevent piracy 
of video programs and programs in general by storing 
the frame count in a random location of the memory that 
is unknown to a potential pirate, especially if the count 
itself is encrypted. Since the count is part of the video 
game program or program execution path, the video 
game or program cannot be used without knowledge of 
the count 

This invention is generally an apparatus and 
method for enabling a user to request and use a pro- 
gram where the user receives the program and a frame 
count indicating the number of frames of the program 
that the user is authorized to execute or use. This pro- 
gram and the frame count is then stored in a memory. 
When the user is actively providing input to the program, 
the frame count changes. The frame count will cease to 
change when the user is not providing input to the pro- 
gram. When the count reaches a predetermined limit, 
the user is prevented from continuing use of the pro- 
gram. 

This invention is a video game cartridge which can 
be plugged into a video game machine for enabling a 
user to receive and play a video game for a predeter- 
mined number of frames. The cartridge has a receiver 
for receiving the video program and for receiving a 
frame count indicating the number of video frames of 
the video game program that the user is authorized to 
play. The video program and frame count is then stored 
in a memory of the cartridge. The cartridge also has a 
counter which changes the frame count when the user 
is actively playing the video game program. When the 
user is not playing the video game program, the counter 
ceases to change its count. Finally when the counter 
reaches a predetermined limit, the user is prevented 
from further playing the video game program. 

Brief Description of the Drawings 

FIG. 1 schematically illustrates the major compo- 
nents of the video game cartridge along with 
a video game machine and a remote server. 

FIG. 2 is a functional diagram showing the functions 
of each of the major components of the video 
game cartridge. 
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FIG. 3 schematically illustrates the flow chart for the 
watch "dog mechanism". 

PescriptiQn of the Preferred Embodiment 

FIG. 1 illustrates a sample diagram of a electronic 
game or program renting system setup. The dotted line 
encloses the portable and programmable game car- 
tridge unit 100 that can be plugged into a video game 
machine base unit 102, such as Sega Genesis&tm. 
video game machine, and remotely be connected to a 
video game server 101 via a modem connection. The 
connection to the remote video server can be through 
cable TV, or other telecommunication facilities. 

When a video game base unit 102 is powered on, a 
user could either play a game (or games) stored in the 
programmable game cartridge 100 or place an order of 
a new game (either for rental or for purchase) to the 
game or program server 101. The cartridge 100 con- 
tains screen assistance (and voice assistance) to help 
place an order for a video game program to the server 
101. 

FIG. 2 illustrates the components of the video game 
cartridge unit 100. ft consists of modem 201, microcon- 
troller 202, flash memory 203 and an interface 204 to 
the video game base unit 102. The modem 201 per- 
forms the interface to the telephone or cable network, ft 
can optionally perform decompression of received 
game or software if necessary. The received game is 
stored in flash memory 203. The game comes with its 
"life" which is indicated by the total number of graphic 
frames the video game machine 102 is authorized to 
generate when the game is actively played. For exam- 
ple, the game machine could render game graphics 
frame by frame at the rate of thirty framers per second. 

After the number of graphic frames is exhausted, 
further playing of the game is prevented by the following 
mechanism. The flash memory 203 also stores a 
"watchdog mechanism" which keeps track of the 
remaining life of the game. An hourglass routine is 
embedded in the watchdog mechanism which is exe- 
cuted by microcontroller 202. This watchdog mecha- 
nism updates and tracks down a specified register in the 
flash memory 203 with its location randomly determined 
by the game server 101 in FIG. 1 during the down load- 
ing of the game. 

The use of expiration date or time for voiding the 
game is an obvious approach rf the video game base 
unit 102 comes with a timer. Since this patent applica- 
tion assumes a game base unit 102 which has no timer 
(which is the case of many existing game machines), 
the "life" of the rented game is determined by the total 
number of graphic frames that the base game unit can 
generate. This "life", or frame count, is what a renter 
gets when a game is down loaded, ft is stored into a 
location in the flash memory 203. The location into 
which the frame count is stored in the flash memory is 
determined randomly by the video server at the time of 
the game down loading. The video game can resume at 



any time when it is being turned on, provided there is 
available frame count stored in the designated random 
location. The microcontroller 202 can pick up the frame 
count and allow the renting period, and thus the game 
or software, to be continued. As the rented game is 
being played, the frame count is decremented. When 
the user turns off the power, the hourglass routine in 
memory 203 will first store the remaining frame count to 
a random location in the non- volatile memory 203 and 
then shut down the game. The rental expires when 
there is no frame count remaining. The microcontroller 
202 will not allow any portion of the game to be played 
by the game base unit 102 when the frame count 
reaches zero. 

FIG. 3 illustrates the watchdog mechanism embed- 
ded with the video game program execution path that 
contains the hourglass routine which serves as part of 
the watchdog mechanism which can expire the game. 
When the user starts the game, the frame count is first 
fetched (305) and checked (306). ff the frame count 
reaches zero, the game is over even though the game 
unit still has its power on (306N). If the frame count is 
still greater than zero (306Y), the scanner continues to 
monitor the game player's input in playing the video 
game (307). No active input (307) means the player is 
not playing the video game, and the scanner continues 
to monitor the player inputs from the key pad connected 
to the video game. When there is no active input the 
video game will not render any game graphic frames. 
Therefore, the game program execution path will fall 
through decisions 308 and 309 and immediately return 
to continue scanning (307). When the game is not 
actively played and the player leaves the game 
machine's power on, the game will be sitting idle without 
rendering any new graphic frames. The frame count will 
not be consumed until the player becomes active again 
in playing the game as detected by the scanner (307 
and 308). 

ff the player's input has been detected as active 
(307), a check is made to see if graphic rendering is 
required (309). Graphics rendering is required when the 
game program determines that the input signals from 
the key pad connected to the video game are valid sig- 
nals. If rendering is required (309Y), the frame counter 
will be decremented (301). The hourglass routine (301 
and 302) decrements the frame count and checks for 
any frame count left 

If the count is valid (302Y), then the program flows 
back to (310) which is the game program main collec- 
tions, and then at the same time, 302 Yisup.'iesup. 
branches to check for power-off condition (303). 

If the user decides to power-off the game, the 
watchdog mechanism will go through decision (303) 
and the shutdown routine (304) to store any remaining 
frame count in the flash memory. The shutdown routine 
stores the remaining frame count in the flash memory 
and exits the game. In summary flowchart components 
(301-306) and their associated flash memory form the 
"watchdog mechanism" that contains the hourglass rou- 
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tine (301 and 302) to keep track of the games life" 
(remaining frame count). The watchdog mechanism 
also insures that the game can be resumed if there is 
still a valid frame count in the flash memory. Microcon- 
troller (202) can also give advance warning when the 5 
rental is about to expire. Rental extension, if desired, 
can be downloaded again by the server (101) through a 
telephone or cable connection. Thus, server (101) in 
FIG. 1 has complete control over the game playing time, 
which should reflect the user's request for renting the 10 
game. 

Although this embodiment was described in terms 
of a video game program in a cartridge, this invention 
can be extended to software programs in general. As 
long as the programs monitor user inputs, a scanner is 
and watchdog mechanism can be implemented in simi- 
lar fashion using a non-volatile memory. 

The watchdog mechanism can even be made more 
secure by encrypting the frame count, which is stored at 
a random location in the memory Even if the would-be 20 
pirate stumbles across the count in the memory, he/she 
wouldnl know what he/she found. 

Claims 

25 

1 . An apparatus for enabling a user to request and use 
a program, said apparatus comprising: 

a. a receiver for receiving the program and a 
frame count indicating a number of frames of 30 
the program that is authorized to be executed 

by the user; 

b. a memory for storing the program and the 
frame count received by the receiver; and 35 

c. a counter for changing the frame count when 
the user is actively providing input to the pro- 
gram, wherein the counter ceases to change its 
count when the user is not providing input to ao 
the program, and wherein the user is prevented 
from continuing use of the program when the 
counter reaches a predetermined limit. 

2. An apparatus as recited in claim 1 , further compris- as 
ing: 

means for randomly determining an address in 
the memory in which the frame count is to be 
stored, and wherein the address is unknown to so 
the user. 

3. A method of enabling a user to request and use a 
program, said method comprising: 
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a. receiving the game program and a frame 
count indicating a number of frames of the pro- 
gram that is authorized to be used by the user 
in response to a request; 



b. a memory for storing the program and the 
frame count; and 

c. changing the frame count when the user is 
actively using the program, wherein the frame 
count ceases to change when the user is not 
using the program and wherein the user is pre- 
vented from continuing use of the program 
when the counter reaches a predetermined 
limit. 

4. A method as recited in claim 3, wherein the frame 
count is stored in a randomly determined location in 
the memory. 

5. A video game cartridge which can be plugged into, 
for operation with, a video game machine to enable 
a user to request and play a video game program 
which is received from a remotely located server, 
said video game cartridge comprising: 

a. a receiver for receiving from the server the 
video game program and a frame count indicat- 
ing a number of frames of the video game pro- 
gram that is authorized to be played by the user 
in response to a request; 

b. a memory for storing the video game pro- 
gram and the frame count received by the 
receiver; and 

c. a counter for changing the frame count when 
the user is actively playing the video game pro- 
gram, wherein the counter ceases to change its 
count when the user is not playing the video 
game program, and wherein the user is pre- 
vented from further playing the video game 
program when the counter reaches a predeter- 
mined limit, indicating that the user has played 
said video game for the number of frames. 

6. A video game cartridge as recited in claim 5, further 
comprising: 

means for randomly determining an address in 
the memory in which the frame count is to be 
stored. 

7. A video game cartridge as recited in claim 5, further 
comprising: 

a modem for transmitting to the server the 
request from the user to play a video game pro- 
gram. 

8. A video game cartridge, as recited in claim 5, 
wherein said memory is a non-volatile memory. 
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9. A video game cartridge, as recited in claim 8, 
wherein the frame count indicated in the counter is 
stored in the memory when power for the video 
game machine is turned off. 

5 

10. A video game cartridge, as recited in claim 9, fur- 
ther comprising: 

a means for fetching the frame count stored in 
the memory when power for said game 10 
machine is turned on. 

1 1 . A video game cartridge which can be plugged into, 
for operation with, a video game machine to enable 

a user to request and play a video game program 75 
which is received from a remotely located server, 
said video game cartridge comprising: 

a. a modem for transmitting from the user over 

a telephone or cable network a request to 20 
receive the video game from the server, and for 
receiving the video game program and frame 
count from the server over the telephone or 
cable network, the frame count indicating a 
predetermined number of frames of the video 25 
game program that is authorized to be played 
by the user in response to the request; 

b. a non-volatile memory for storing the video 
game program and the frame count; 30 

c. a counter for changing the frame count when 
the player is actively playing the video game; 

d. a means for storing the changed frame count 3s 
of the counter in the memory when the power 

to the video game machine is turned off; and 

e. a means for fetching the changed frame 
count stored in the memory in step (d) when 40 
the player resumes playing the video game, 
wherein the user is prevented from further play- 
ing of the video game program when the frame 
count of the counter reaches a predetermined 
limit, indicating that the user has played said 45 
video game for the predetermined number of 
frames. 
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